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tslrri$ll Arirll tbii l-9-3

:C*i[ ;iYt Jl :"ri!fl *,ul e*;,^ Jlir)l e *"

'jljrti {1J3, +6}t -tclj ri c,t--;l lr.l5r:ll ir.'ijt .jari,l 5l <.,b;/l .l

.;i.;rl 15rA lh.:..t, JJi f* ketJ e"i ;t, Firewall ^.,ojltl Jult

J! .JPJI 're*.t ,Jvr:t W * '*" 4a*" 3n) Spoollng drll
yeL^fl Jre qft .!,,,Irr J-r-! a,rt- * 4*.rulJt;r,ii 1'<p'uutt

.ar-;Jr ;47ie 6.lrl # i/ ,L""tl \tut iJ.*..,*ru' t+l ,rt' kJ! .rLt

,a Zld i,JtiJl irLJt i,. J,^rr.ert..Jl" i," t{',' t1 'j'Jl, ifi':Jl tj{,t$ '2

ler.r,u5 jl;r)l .,:.,tralr1 gl,r ilr+Jr .t,l+ ;," ;;a;!t 'j^ u'ri:*' 'J'i
.fI +L+ i/

lil 4i.dl cJ ilrtrr UU:;l .l,,:i[ eut]l ,lc iJ,,lt obflt JX* 
'," 

gjt;liJl 3

,--i.r4 Jt i)l -,ur.b.l f.rl ,-u,S i ia*Pl .it fi,i:..jr iji'i" ''ut Jl dts
.$rll gutLJ ill drrll

Ctirryt Ai'$ r$''2-9-3

*,,t*tjk# Jr r"r, *"fi:;r..:l?j,xx t
.*r.l5J)r iUilJ u'^dll ruri f itcnilt ;rr
.-,. J-t-!! ,lr.all ip .r--+Jl ,rb)il ';ltLlt bt;Ll -

.oit+l Jtcp.rl .;.o!,! ,Jta,y{ a'rt}l 6i{a'llJ J'")l cJ(i ilj'l -

.(Crackers) iJ&lrt+,ra, .,il .,1 fur *.j;;tr"rl;t:,tU 
_

,-,.n,)tl -'. J-tll Jt+ 4 dl;e bY.t -

€9 $ 4!to-r,3-ttl c,i..9lr1 1ar..y el-i *. k y', u':r 4r'pt'r' '2

.il.dlrthrll f d ,!t Jslrll ,/ Jl.ik+l ,f"r' Jt

tJttE rllt ti.It .;t&ll3-9-3

e* i,b. -,t-Vl 6X?l Jl Jt iirl 't'**o' eli 3 : (Viruses) ':l-!^ilt 'e

s,Ai[l .-i]rl ;[ .-,.5-t]l ,,1* J+^, tl +..* Jl ,glt 'il*il o[ 'rr+r

'ey J*t4ttSlrt-tt-t'il1 ;r c'"r"*Jl 

"t+e 
''rUtlle

E*-

9l



Jc, L.ei-iJl .rt J,l,lt e+ l.*aa etrt € :(Spywares) u-xlt .rLil, .b
c.,tt..r.tl .g.ll i^J5.r ,,rUt, Jl--", p;:-ll Lr.p; dJt iJrji)t ilJtl
..r1.:i)l iif Lr fr, J*" fr;:*JJ q :yi ,p Jr,ett C.L;r JlJ.iSr ,*r."S,)l

.r& r19:

i.ul c.,l:l-r.e)l ar;e i>{r)le i.,LcIl i._La^ etl ,f (Adware) iritr: c,,tiL .C

aJbJl j.rlll fr .tWb Cldt i frl i,.i.atl *n ,p,,-,. j,-t.lt 6i1."li Q

.1,jrj$ ) I i IJJJ Jl,J..r.r .:.i JU)t, .:!l..a, l,L:jl

t* ,Ul i,tr dr, cj;)t jt.r:i:".l r!.rjt e:ety'r e. e &l^:Jt ;i iy't ili.d
u-;r)l .:L4*.L; i".r* LrL{l ;.J-L! .:lVl1- € gff"L;t p{.u.,!:.,tJ .eFe,aiilt

,) 6F ec $..:,tpty'l (1l.' e J..trJt irirsil il,ts 6f i;s*t r* J&r
.jt+l .9ljrl U A-i\t j<i *,.1.,t.ll jt{r

A ef\t .i<r tr ii, J. t{+t5 rl ,-lt i.tS .)gt .5,. #. ,i.l; AL;i .e
("t r;lt ,i +JJrIl 4" irB) jrrryJ g-."., tr Cr;,i. er.3rtll !; 5i ,t4S;

.r::,t:l.tr)l .fu y,.pi -,3-tll .:,,t,ill Jy,>.rlL

:Malware Tirng!i.b l0-3
i.a.al el);..4y Malicious Software ;F](J rt"drl ,rr Malware

ir.jli iiJl t*rjl c,,t'' F, Jl ur .fb.Jt fb rr+ oy.t; ji,-.,r-"t1.t 
flli:,I ,p_IJ

-,a':) L:.: 
Cbtl UVr* asl;'- 0i i,<Jl j. *it qt *t.t{:Jtjl ., ..pjt

"Leb * fi ,-r,. :.t.Vt * dr:-lt J,.", J), k ?.f-tt *$,1r)t .Uty't

.r, .Jtdt k * y l,€Jl 
"rrri't:.of 

;:tel ,Jr^i 6)La2u ,.,;t| i rilJl (ifuJt
-.rlr;bibl, c;.-lnilt C errLt s4*llt,/, ilr.yl

:u.phll OlrrrltI-I0-3
l*tV-a; dJl c.litlt uata; -4.^rJ i&" c"-.., i..J,, e* eltt I

u 'r t 4f) Jtt;)l o* GJ-l .-,.3-tlt .[^-ts t+f g+r g/,dt ui, aJ&lt

.+le 6 -Lri,Jlr
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gr.lrrl iLrJrO lf,l8atifi tlrt2-10-3
_,.1-tll 'lrl cp J$t.l

,r|",lJl C dtill ,l .fUr g-a1 JS tjtil; .r-ij JE;*; 
-otrtj 

,. j-tlt JrLtr .Je4l .2

.#*ll 6jrl J4

,i,i'iJt-r u*t (3fl €lJ>tr'l.4.'lJ,lt:,L"all ,.alri5lt .rli& J! Jylt j,s.3
..);$l .rl.tr3J Ji,iII

'W\$ # .,i ':ratt;i' '4

^-,UlJle f lltl et+.-L:ll jilJJ 4:ur i: "-.J 
I s.{r=L-t1 ii #U" ,# .5

.a.b U jsi A- lh*t ,}iL: u* ,t-& .6

.irl.l i::.r-l )lr,lt e,'t it , *ll .7

$drI A.IJgo trl&3-10-3
Replication t-1:;)1, &tCt sLe 6/ijl .l

(Host. i .t9 ir.r&l Lr"*1rl eUr: l4*ji. 4).2
.{.=l- ,r! *'La,' .-,j.-b J. J.l::,' ei ;,.q.3

iLlJtUlt Aip+lG'3
,,jlti pa' ' *.t A]'.l'ly..tl ,t |lP J& Lriritijl clu.,i nr&

..4*i C*i Ji ,J"ry-[i! C"-., The Reptication Mechanism t-t=tl ULI
.*.it-,;'Il V d,ulilt ;;/ The Hidden Mechanism;*:lt dI 2

.rE\ s21-ttill g.-; TheTriggerMechanism Lr.-rt UI.3

.&:*i .ur ,-rt.iill .i;l The Payload Mechanbm i*)t 4l .4

tratJ'tlitl tlri5-10-3
(2-3) Js.ijt (i r"5 Cif ;i)ii J! ,;.,Ler1r,ijl f-"ir

Jl..q .(com, exe, bat, pif, scr rt*.)t ,rli) 6iris g.u, {Virus) cttgt .l
i-dt .-> c$E C!lFt,u.r.3-tll rj $- otr-1 Jl .l.t+r !Lri:, J,S,+

?yV U s,,ti[l u 'da-lj- J4t.6.AL!l t#],;Li.+l t{.:.o.i .t+b! a.att
irsLilte (CD) 4$t ,r,lt]jt$ A-P f rl yyV Jl it-. -J,ii, 6rt-

.(Flash l[emory) isy'l
4.ll ,stst* UG ,f ili:*. .ijjj)l, c{*.lJl p bl .t;; :(lrVorm);.rltl .2

*,. J,-tll itt l J:"i.(MessengerJ+Jt .)&.:tl e.U, ui::l:.] J5) .r,rjSj)t

{

93



^-i S-rrt i,.Jt-,Jl iiU 4 +t #t ,at-:'!t.;pUe gc ,LrLt g.uy'l c-,..::

.i(Jl p u,1-r oi.::il Jl .p1 tr;".,tiJl i .rrti-r'll # Jl
-r-i g (ii-r.l ut, ,* UI Jr<; e,r-u:(Troian Horse) btr,! it.> 3
Ota4 gUy'l Ur,rc.fr*-ll d.^,, ,)l rr.e:6rU; Ui,f l* 6i ,6,rr^lr

4I-b r.ru./l :.4f1 rl:it ;! .6rlrrb .ltel rr4Jl ;-AL. ,54 d'y '.)lrrL

.14^* Jt&.-IJl, blrJ.b 4.l, C'';il l3,rtL,,-le

td rs fiI
{,,

a_l
[!l{ Fo$a

Ex6ml,vqa MZKBttgAl Exom

:r}jrll 'fE . rJ. i,t-L.drLj}tl&lllAltrril l-3
jt+l llrt i+ *^* J,t5 J.(+ gLi,ltl o-ia Lb o3-,Vl ik? ,rte .btill

qt-)l rLi J).brt 6# :i. t -,,. j,-tll it j(4 JSJ .-ln)l 't31".\ )orr
:q'!t otr"Ult LF\ i)t^iJl g.lrlrl;rj5J)l .rlril;ii)L

"i" & f.r .t#th.'-.r !,lijr.r..5(;J, l*E-S.]LrrU!l U*, ,]tsl.;t dA; llr*-,1 .1

JS+ fJr:-ll 9l,r iiitr+ )l .ijB furl *i LCl J-+ jl J51 ) c..l4 dL,l
4t *;z- ,,.*)o t\ * ,:i U \-.r J.& li.,L!l 

d,E:Jl 
.rtel,o .rl L.S ,g*t gblt

r-drl /'Wt a-P
(Norton, J:, (Antivirus) d,-rr[i! i^rt(t ri irt"itt c,ul c..s .2

.:{il, 1^it<, et,;,.5 Kaspersky, McAfee, Avira)

L.r}t .,lrlrr)t .rli AVG Anti-Spyware ..1.r. (Antispyware) ,-*tt
.i-*:r l C4JJJ

4 i;;e ,i'j b?t irr.rJ "f*;,-Jl t!, J, :ratl f,,L,Bl J, t-+ 5ti:>)l 3

.d,u-Il slii,,

is* * d U:,te j.,,,1fflt 4* ,f"J. .J" r[ iJLr ,51 e f 4

t;41 * s-,|:l.r:ol .:,li c.,!i[l ei .pe.:-.ft

sqltill dr 
-rilir. Jgii ( 2 -3 ) Jf,irl

il



eo dnq irtgl i:sL)Ut ifu,Jte .-,3-ul str Password r- i-lJ sr# .5

...,. j-tll luirlyjt 4l)li jdJrJlt a.!i:..,-! U CtJt ft,aii JS b4"tJ

,J.dl ,i*l'{l #Lrl)J .-,.3*Lll J;b 4 zr.";,: cl,/... :,-L .ELA:-)I pr .6

slirL:tl ri irltJt #ri J, :,-all .rt.3tJle ,i-6lt .:,l,illt ,+t{:iAl
.4-4l'> Af l;Lr C t{,irr,(.JldJ)l

d.,tr4lrl, c*tf t *J4 .5jJl ,-,.3*tll F * y{,J'ft c,tor.t, ,$; pc .7

.,:Ljr,-UlL !-,t i dJtJ .r"'tnr!l ,.,9 iet.u st*lll Fl .r .i^, t{j! ,L.6ll

r-Xll .rulll ;/ +t i-l U ,P,.\rA )l .rli.llt ,srLt i..ot* !,t4l .8

.\rAtt
iitJl i:irtr .trrt*il 6A ,,:.,Le.r,L,iJl (,l, . ,..,Jt J)t- j4 .ijir di:-ft iili, .9

lJ)t* ;n d:-fl J"alll ,r-.b f lj, f-,, .t+ CL.")l clt- ljjlt JtiYl., ,t$,

.c,,Ler,till i/ it".ll'r t'# djl ilJll ijil
.J.",Jl d,r.td)l J..c vAUl -Lrl;i (Modem) g-rrttr -. e.,ttt ,H -LUr)t dj .10

.-.,.3-tll Jl .JJrJl ar rJL.a;)t JrLl dJtetrt e.Ulc.' {lj.ii
s,o irzl3Jl r:,tr3lrll ,a:J:1 .5.2Lll ,t.t!l 1A:Firewall .5.rLJl rlt+l J-, J:.,ir.ll
,dl {ll tlip+t glrtl ;r brlrt d.Jl".lt * i*t.{:Jl ;rLatlr cijj)t

UE ,e"* JgL+ qLJl ,lq ,u'!r dr:-itiu til.Wql * W d.ijt r':,
;r (i;ta,LU g.:; ),rt .t3,,,ldlt;i471 ;a J.r:r.ri i,..iJl) JJlaL*tt 0(&

.(3-3) JS.IJt .r;ae;'lr & srr 4t$)re rlplr

,.rr-U '.JJ"i'll crLJ,-I
\p dlrS.i.XJ

.f..i.S i+!

d,liJiiyl :<? r

cri_fitt 6r ;.r-2ljll c.'Lj.rll

c.Srtrlld.i{hillot rLtlt5rroUrt Jt.l+rt Jt i JEii (3-3 ).5ijt

m
I

s
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:Damage Computer Health ierf l,,le u- plelbt)tbil2-3

,;r-i\ ,.-,3rtll uu d."t &bt*l ,J"rU-l ,J. J,..Ul d,i $P clln u.3$l

iU, Jrilr rllll 6y.:llr.,tq)lr ,i"dl d .;tqaill i.:t-ill "i^ jr 6,lrJl i,-r)AJ

JS.! i.:t-:Jl et *.BLi.}l g .,.J-tfr fi e.*l *t i^i ia.rsLtt ,-r Ua

.i6 ,;ae[ -1.;,-.,j-l^lJ di.:-Il e, );> '"-,1,
Physical and Psychological Effects Include ,3;ilt..* L::, u.r, ,$l -

.--i:Jl .jlijl,,p.ll d.,1& al{-*l: ji.j.-1,;3 Short-Range

Physical and Psychological Effects Far-.9.rlt it+ !.i'rl, iJr.Jlrtjll

q4l 'e*ilt,.f.aull1 
s,*a.Jl f)i t+:,, lr 'j{ill &LI 6.ii .i}i, d,lt Reaching

d .ir,Jlr ilrl lL, ,.c,ret--ry)l3 ,r-!"ll JL.a6)lr Lr-dl ifrJl, i1'!t ;.;Jt-,
-,iillr^ JlJiJ iig, Jt+iir..:ijii)l * A*q dU[ft .:lJ]rJlir.alnil !-3

.rrrt...:Jl .ri^"..r C,iJl, JJ>ISJIJ "rgtJl 
.h-1e ,./r-tlLt J,",Jt j, fi ,* ,y

JlJl C *,. j,-t -tt ,.[.,J] ..,tru +rrr dl l\* e/ ii"ilt i;alrl
!,.JJ+l ir45r,gtjJ.l i--.eJ3 d,rUl tl.l*.,I i,.r,-.ejt i4J}.Ji *t, (4-3) J,*,ll

.Or.!tr*$l tJ) -,r-Ut C..i Ci-.Jl

EETII &#mtrl

#-*l
:.->=r-,%
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mttlt

-A EIIII
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dttrrt t,
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.(dlC
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